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Motivation

PHP is among the most popular programming languages and it is the most com-
mon choice for server-side scripting. It powers applications such as Facebook, Yahoo,
Wikipedia and Wordpress and, not surprisingly, it is the place where most vulnerabil-
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ities in web application are found. Vulnerabilities such as XSS and SQLi are an ideal ASP.NET I 17.3%
target for static analysis, but PHP is notoriously hard to analyse (due to its dynamic
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features). Its semantics is poorly understood by both developers and security spe- Java W 2.7%

cialists, and the absence of a written lanqguage specification or even of a detailed
and comprehensive documentation doesn’t help. As a result, existing bug-finding
tools don’t provide any formal guarantee of soundness or coverage and miss many Perl [10.6%
existing bugs. Our goal is to develop a new generation of semantics-based static i o

analysis tools targeting web application security, based on a rigorous formal model Ruby 0.5%
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KPHP: formalising PHP in K

We formalise PHP in K [2], a semantics framework based on rewriting logic and im-
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plemented on top of the Maude system. States, or configurations, are represented
as labeled, possibly nested cells, each containing part of the program state (e.g.: K rules can be computational or structural. Computational rules give meaning
fragments of program, stacks, environments, function definitions etc.). to atomic constructs. They apply once all subterms are in the desired form
and cause a state transition.
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After a program is placed into the k cell, the rewrite rules can be applied, causing % )L : y

transitions to new configurations. A K semantics has a rigorous meaning as a
term rewriting system, hence it is suitable for formal reasoning. It is also directly
executable, enabling a tight design/test loop. The K/Maude tool-chain provides
support for LTL model checking and symbolic execution.

Heating and cooling rules are examples of structural rules. Their role is to
define evaluation strategies and they don’t count as computational steps.
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