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PHP tricky features
• Aliasing 

• Complex array and object iteration!

• Automatic type conversions!

• Complex array copy 

• Complex instance variable lookup
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dynamic language  
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no spec  
+ !

poor documentation 
=>!

bugs, confusion, etc.







Limitations

• partial coverage of the language - i.e. features 
ignored because “too hard” for analysis 

• sometimes, features modelled incorrectly  

• no formal guarantees of soundness
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FrameworkThe

Our tools and methodology:



Formal  
(rewriting)

Executable 
(Maude/Java)

Verification 
(deductive, LTL, 
symbolic exec.)

FrameworkThe

Scales to real languages 
(C semantics - POPL’10)
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KPHP 
(Formalising PHP in K)

[ECOOP 2014]
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Configuration (~30 cells)
The K cell Class/functions scopes heap

Control, stack, context IO buffers 
(linked to stdin/out)



Memory Layout
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Z-Values

C

V T

#

The value Type (runtime)

Reference counter used for optimisation 
purposes in Zend 
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Internal values

• Locations: l1, l2, l3….  

• References: ref(l, “x”)



Internal values

ref(lg, “x”)

l1

5

$x
evaluation to  
a reference

convert to  
location

convert to 
language value



Semantic rules: numbers

• ~ 800 rules 

• ~ 8000 LOC 

• 29 *.k files
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Language features 
(e.g.: assignment, function call)

Derived Construct!
(e.g. x++ —> x = x + 1)
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Example - explained

• evaluation order is left-to-right 

• array access evaluates to values 

• variables evaluate to references 

• references are resolved lazily 

$a = array("one"); 
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Validation
• Testing against the Zend 

test suite.!

• Tests categorised (HTTP, 
date/time, crypto…) 

• focusing on core language 
section of test suite 

• passing all tests supported 
by our semantics

--TEST-- 
Simple While Loop Test 
--FILE-- 
<?php 
   $a=1; 
   while ($a<10) { 
      echo $a; 
      $a++; 
   } 
?> 
--EXPECT-- 
123456789

zend/lang/002.phpt



Coverage
Not Covered 

318
Covered 

403



Coverage

(Zend + Own test suite)

100%



Temporal verification of PHP 
programs 

Extension of LTL with  
predicates over KPHP configurations
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LTL example
function foo() { 
   global $y; 
   $x = &$y; 
} 
$y = #symbolic_input(); 
foo();
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Abstract Interpretation
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Abstract Interpretation

semantics

TypesConcrete Taint

Taint Analysis

taint



Abstract Interpretation

semantics

Bug Patterns

TypesConcrete Taint

Bug detector

???



Thank you!

www.phpsemantics.org
paper, sources, web interface

http://www.phpsemantics.org
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Komputations

(ii) the input program goes into the k cell

(i) the K cell holds a list of computations!
separated by



Example: function call



$a = array("a", "b", "c"); 
foreach($a as &$v) {}; 
foreach($a as $v) {}; 
var_dump($a);
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$a = array("a", "b", "c"); 
foreach($a as &$v) {}; 
foreach($a as $v) {}; 
var_dump($a);

array(3) { 
  [0]=> string(1) "a" 
  [1]=> string(1) "b" 
  [2]=> &string(1) "b" 
}


